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Abstract—Hidden Markov models (HMM:s) are currently employed in a
wide variety of applications, including speech recognition, target tracking,
and protein sequence analysis. The Viterbi algorithm is perhaps the best
known method for tracking the hidden states of a process from a sequence
of observations. An important problem when tracking a process with an
HMM is estimating the uncertainty present in the solution. In this corre-
spondence, an algorithm for computing at runtime the entropy of the pos-
sible hidden state sequences that may have produced a certain sequence of
observations is introduced. The brute-force computation of this quantity
requires a number of calculations exponential in the length of the observa-
tion sequence. This algorithm, however, is based on a trellis structure re-
sembling that of the Viterbi algorithm, and permits the efficient computa-
tion of the entropy with a complexity linear in the number of observations.

Index Terms—Entropy, hidden Markov model (HMM), performance
measurement, process query system, Viterbi algorithm.

I. INTRODUCTION

Hidden Markov models (HMMs) are often used to find the most
likely hidden state sequence that produces a given sequence of observa-
tions. This can be done with the well-known Viterbi algorithm. Possible
performance measures in this scenario include the probability of error
on a single state and the probability of error on the whole sequence.
An alternative measure is the entropy of the possible solutions (state
sequences) that explain a certain observation sequence.

The entropy of a random variable provides a measure of its uncer-
tainty. The entropy of the state sequence that explains an observation
sequence, given a model, can be viewed as the minimum number of bits
that, on average, will be needed to encode the state sequence (given the
model and the observations) [1]. The higher this entropy, the higher
the uncertainty involved in tracking the hidden process with the cur-
rent model.

In this correspondence, we introduce an efficient algorithm for com-
puting at runtime the entropy of the hidden state sequence that explains
a given observation sequence.

The remainder of this document is organized as follows: Section II
gives a brief introduction to HMMs and specifies the notation used in
this document. Section III describes the algorithm for efficiently com-
puting the entropy at runtime, along with a numerical example and a
brief analysis of the algorithm’s performance, in terms of the number
of operations required. Finally, Section IV contains the conclusions and
a discussion of the usefulness of our algorithm.
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II. PRELIMINARIES

An HMM is, in the words of Ephraim [2], a discrete-time finite-state
homogeneous Markov chain observed through a discrete-time memo-
ryless invariant channel. The channel is characterized by a finite set of
transition densities indexed by the states of the Markov chain.

Formally, an HMM consists of the following elements.

* A Markov chain {S;}, represented by an N x N stochastic
matrix A, which describes the transition probabilities a;; =
P(S; = j|Si—1 = i) between the N states of the model, to-
gether with a probability distribution 7, where 7, = P(S1 = i).

* A set of probability distributions, one for each hidden state,
bi(o;) = P(O, = 04|S; = 1), that model the emission of such
observations. If there are M possible distinct observations, we
accommodate the probability distributions b; in the rows of an
N x M matrix B. Note that M is not necessarily bounded.

Throughout this correspondence we will adopt the following nota-
tion.

¢ Subscripts will be used to identify a particular component in a
sequence.

¢ Superscripts will be used to denote sequences of variables or
symbols. For example, by S* we will mean the sequence of ¢
random variables (51, So2,...,S5¢).

¢ Capital letters will be used to denote random variables while
lower case letters will denote specific symbols of a probability
source.

III. RUNTIME COMPUTATION OF THE ENTROPY

A. Introduction

When we apply the Viterbi algorithm to find the most likely state se-
quence for a certain observation sequence, given the HMM parameters,
we need some measure of the quality of the results that we obtain.

One possible measure of performance could be the probability of
error on a single state [3]. However, since the Viterbi algorithm pro-
duces the most likely state sequence for the observations (even if each
single state in the sequence is not the most likely at that particular time),
it is reasonable to search for measures that involve the sequence as a
whole rather than individual states.

After running the Viterbi algorithm, we obtain a “solution” sequence
5™, along with its likelihood P*. We could compute the probability of
this solution using Bayes rule, and use this probability as a measure of
performance (the higher the probability of our solution, the better)

_PO"=0"|S"=5")P(ST=5") |
- P(OT = oT) - D

P(S"=3"|0" =0")

The denominator can be efficiently computed using the solution to
“Problem 17 in [4], while the numerator is equal to P*.

However, P(S7 = 47|0" = 0") alone does not provide a very
good measure of the performance of our model with the current obser-
vation sequence. For example, it may be to our advantage to compute
not only the most likely state sequence, but rather the & most likely se-
quences (as in the list Viterbi algorithm [5]).

But, how large should & be? We could easily keep track of the
number of tracks with probability greater than zero, which may be
useful for a very sparse transition matrix A. But even the probability
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of the £ most likely sequences, plus the number of possible sequences,
do not provide a very clear picture of how the algorithm is performing.

Alternatively, we propose to use the entropy of the distribution of all
the possible solutions sT, ie.,

H(STI0T=0") ==} [P(sts’T|0T:oT>

3'1'

dog(P(8"=sT10"=0"))]. @

The entropy of a random variable provides a measure of its uncertainty.
In our case, the entropy of the state sequences that can possibly generate
o' gives a measure of how well our HMM parameters are suited to
track a certain observation sequence.

For example if, according to our model, there is just one state se-
quence that could have produced a certain observation sequence, then
the entropy associated with tracking these observations is 0, as there
is no uncertainty in the solution. On the other hand, if all N*" possible
state sequences are equally likely to produce the observations, then the
entropy is maximized and equals T'log V.

A direct evaluation of (2) would be infeasible as there are N7 terms
to add. However, in the next section, we provide an efficient algorithm
based on a generalization of the Viterbi algorithm on a proper trellis
structure.

B. Efficient Computation of H(S'|O" = o')

A Hidden Markov Model can be defined by the following parameters
[4]:

N : number of distinct states;

M : number of distinct observations;

A : transition matrix (size N x N);

B : observation emission matrix (size N x M);
7 : initial probability vector (length V).

This algorithm relies on basic properties of the entropy [1]. Let us con-
sider the random variables X and Y’

H(X,Y)=H(X)+ H(Y|X) 3)
HY|X)= ) P@HY|X =a). 4)
reX

Our algorithm uses the following intermediate variables.

e Hy(j)=H(S" 1S, = j,0" = o'): entropy of all paths (state
sequences) that lead to state j at time ¢, given the observations
up to time ¢. For example, if there is just one possible path that
leads to state j at time ¢, then H:(j) = 0.

* ¢(j) = P(S: = j|O' = o'): probability of being in state j at
time ¢, given the observations up to time .

The entropy H:(j) can be computed recursively using the values
from the previous step, H;—1(i),1 < i < N. Let us assume that we
are on state j at time ¢. Then, we can divide the path into two segments:
the first contains the sequence of states up to time ¢ — 2 (we will call
this random variable Y"), and the second contains just the state at time
t — 1 (we will call this X). Then, H(X,Y) = H(X)+ H(Y|X).
H (X) is the entropy associated with P(S;— = i|S: = j), which we
can compute easily using ¢;(k),1 < k < N and c;—1(1),1 <1 <
N. H(Y|X) can be computed from H;_;(k), 1 < k < N, using
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Fig. 1. Structure for the recursive computation of the entropy.

(4). Fig. 1 shows the structure of the intermediate variables used in the
present algorithm.

Let us analyze the recursion in detail. First, note that ¢;(j) can be
computed recursively [6]

c(j) = AZLV 1575 1(i)aisbj(o) .
o1 Dz Ct—1(i)airbi(04)
Next, for the recursion, we need the auxiliary probabilities
P(Si—1 = iS¢ = j,0' = 0o'). These can be computed as fol-
lows:
P(Si—1 =i|S =40 ' =0") =
=P(Si—1 =08 =3j,0, =0,0" " =01
P8 =j,0 =081 =i, 0" =o'
P(S; = j,0, = 0,0 = ot—1)
P(Si—1 =il0" =01
PO = 04S¢ = j)P(S¢ = j|Si—1 =)
P(Or = 04]Si = j)P(S¢ = jlO'=! = ot7T)
P(S;_, =i0" ' =0
P(S, = j|Si—1 =) P(S,—1 = i|O't =o' 1)
L P(S¢ = j]Si—1 = k)P(Si_1 = k|Ot=1 = ot~ 1)
J\:l/i,j(ff,—1 (l) ) 6)
> k=1 Ghici—1(k)
The recursion on the intermediate entropies can be derived as follows:
Hi(j)=H(S"S, =j.0" =0
=H(5"7,5-1|S =3j,0" =0
=H(5,-1|5. =j,0" =0

(&)

H(S" 281,85 =3,0"=0" (7
where
(St 1|Sf :jaot - Ut) =
—Z (Si_1 =ilS =4,0" =0")
'101%'(P(5t71 =ilS =j,0" = 0"))]
and

H(S™™ 2|5t 1.8 =4,0"=0"

Z

St 1—L|St—JaOt_0)
H(si 1Sic1 = 4,80 = j,0"' = 0")]

S[ 1—Z|Si—j,0 :O)Ht 1()] .
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Obs3 = ObsT
Hy(D) | O
¢y ! AR
| | N
H,(2) I H (2)-v--__ ™
3 —_— ™ ] -=2
¢, | ® otz
e LT
I I IRV
H3) ! '@ ¥ L~
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Lemma 1: The entropy of the state sequence up to time t — 2, given
the state at time ¢t — 1 and the observations up to £ — 1, is conditionally
independent on the state and observation at time ¢

H(S"™?|Si 1 =1i.8=j.0" = 0') = Hi_1(i)

Proof:

H(S"™?|8,_ 1 =i,5,=34,0"=0") =
=H(S' S 1=010""=0""5=3,0, = 0)
=H(S" 7?81 =i,07" =0"""

=H,1(i)

where the second step comes from the properties of HMMs: states
Si—k, k > 2, and S, are statistically independent given S,_;. The
same applies to states S¢_, & > 2, and observation O, given S;_1.
According to the basic properties of the entropy, H (X |Y y) =
H(X)if X and Y are independent [1]. O

")

To finalize the algorithm, we need to compute H(ST| 0T = ¢
which can be expanded using the basic properties of the entropy

bl

H(ST|0T = o)y = H(ST|Sr, OF = oT)+H(Sr| O =0oT)

N N
= He(i)er(i)= Y er(i)log(er(i)).  (8)
i=1 i=1
This is the algorithm:
1. Initialization. For1 < j < N
Hi(j)=0 9)
: 7(j)b;
() = =gt hulor) (10)
2 i w(i)bi(or)
2. Recursion.For1 < j < N; 2<¢t<T
‘7\7 7 L. .
ce(j) = Nz:i 1]\67‘ 1(i)aizbj(or) (11
ht 2oiey Ct1(i)aibr(o0r)
. . aijci-1(i)
P(S1=i8 =40 =0")= 22— (12)
I Sl ke (k)
ZHtl P(Si—1 =i|Si = j, 0" =0o")
N
—Z (Si-1=1i|S =4, 0" =0")
-1og(P(5H =ilS; =4, 0" =0"))]. (13)
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Fig. 2. Example set of parameters Afor an HMM with five hidden states and five different observation symbols (N = M = 5). The underlying Markov chain
is described using a graph, which is equivalent to matrix 4. The observation emission probabilities are contained in matrix B. The initial state probabilities are

contained in vector 7.
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Fig. 3. Evolution of the trellis structure with the sequence of observations 0° = (1,2,2,2,5). The total entropy after each time step is displayed at the bottom

of the figure. The arrows indicate the possible state transitions from time ¢ — 1to £, given the model and the observations up to .

3. Termination

H(S"|0" =0") = ZHT(i) er (i)

N = M = 5. Fig. 3 shows the evolution of the trellis structure for ~ quence has probability 1 when ¢ = 5, and the entropy Hs = 0.

this HMM with a particular sequence of observations. The total
entropy after each time step is displayed at the bottom of Fig. 3. For
example, after receiving the second observation, there are two possible
i=1 state sequences that could have produced o® = (1,2): s* = (1,2)

N and s? = (1,4), each with probability 0.5. Therefore, the entropy

- Z cr(i)log(er(i)). (14) g 2 = 1. Also, when the fifth observation is received, all possible state

=1 sequences collapse onto s° = (1,4,4,4,5), since there is no other

Fig. 2 shows an example set of parameters of an HMM with  state sequence that could have produced 0°. Therefore, this state se-
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Fig. 4. Approximate number of multiplications required by each algorithm, depending on the number of time steps.

C. Performance

Fig. 4 shows a comparison of the performance of brute-force and
recursive algorithms, for an example HMM where N = M = 2.

As in the case of the Viterbi algorithm [4], [7], this recursive entropy
algorithm requires on the order of N27 calculations, as opposed to the
N* calculations needed for the naive approach.

IV. CONCLUSION

In this correspondence we have introduced an algorithm for com-
puting the entropy of the possible state sequences that may produce a
certain observation sequence, given an HMM. Our method is based on
a trellis structure, similar to that of the Viterbi algorithm.

The intended use for this algorithm is to be running simultaneously
with the Viterbi algorithm in a tracking system, so that after each ob-
servation is processed the user can have access to the (n) most likely
state sequence(s) for the observations, as well as to the entropy of the
distribution of possible state sequences. This measure allows the user
to keep track of the performance of the current model.

Although we have defined this algorithm only for the case of discrete
HMMs, extending it to the case with continuous observation emission
probability densities (such as Gaussian mixtures) is straightforward.

This has been implemented in the Process Query System (PQS)
framework [8], a generic architecture for process tracking and sensor
information fusion. The kernel of such a system consists of a group of
algorithms that can be used to track processes of very diverse nature,
but which can be expressed in terms of abstract models such as HMMs.
For example, our current system performs ground vehicle tracking

and worm detection in computer networks. Generic performance
measures such as the one presented in this correspondence are useful
for providing measures of tracking performance that are independent
of the particular domain in which the HMMs are employed.
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